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Abstract

Nowadays network security has become a major priority in designing and implementing networks. Due to this fact, the interest in making network communications really secure has increased more and more, as much as the interest for Internet services did in the last few years. 

In this paper we study the problem of securing mobile ad hoc networks using the Spread Spectrum technology (in particular DSSS - Direct Sequence Spread Spectrum) and CDMA. Using the OpNet simulation environment, we will test the performance of such a system using both ALOHA and ALOHA-CDMA implementation protocols.

Introduction

Due to their heterogenous nature and to the way they are deployed in arbitrary environments, securing communications became a serious challenge in mobile ad hoc networks. With the absence of a central authority and management services, mobile ad hoc networks rely on continuous self-configuration especially because of the high dynamic nature of the network. Also, the absent administrative network boundaries make the security of such a network even a more complex problem. 

MANETs are vulnerable to a large range of passive and active attacks that can be launched relatively easily due to the fact that all communications take place over the wireless medium. Wireless communication facilitates attacks such as eavesdropping and impersonation (which means that nodes cannot distinguish between a transmission from a real source and a transmission from a malicious node called an adversary). Such a transmission can be intercepted, and an adversary with sufficient power and knowledge of the physical and MAC layer mechanisms can impede its neighbors from gaining access to the wireless medium. An adversary can alter, discard, forge, inject or reply control and data traffic, generate flooding or spurious messages and avoid complying with the employed protocols. The impact of such a behavior can be extremely severe, especially since the cooperation of all the nodes is somehow replacing the functionality of the non-existing fixed infrastructure. Thus, the absence of an infrastructure impedes the usual practice of establishing a line of defense, network nodes being separated into two categories: trusted and not-trusted. As a result, attacks cannot be classified as internal or external, especially at the network layer. The majority of the currently considered MANET protocols were not originally designed to deal with malicious behavior or other security threats and are the reason why they are so easy to abuse of.
Spread Spectrum

Spread Spectrum method is used in system in which the transmitted signal is being spread over a wide frequency band, much wider than the minimum bandwidth required to transmit the information being sent. This is in no case an efficient bandwidth utilization method, but it was proven to be very efficient when it is combined with existing systems using the same frequency. In particular, this technique is utilized in Code Division Multiple Access (CDMA) where several signals are sent in the same frequency band simultaneously. 

Without knowledge of the existence of a “spreaded” information, it is not easy to detect it. That is why this type of communication is considered to be hidden. In fact, Spread Spectrum consist of a short periodic pseudo-random sequence with good correlation properties which is used to detect and synchronize the communication. Spread Spectrum signals are demodulated at the receiver in two phases: first, the spectrum spreading (direct sequence, frequency hopping) modulation is removed and second, the signal is demodulated. The process of dispreading the signal is called correlation. The Spread Spectrum signal is despread when the proper synchronization of the spreading code between the transmitter and the receiver is archived. Synchronization is the most difficult part to realize by the receiver. To detect and recover a spreaded message, one should  know the frequency of the communication, and the correlation test with each possible pseudo-random sequence must be used to find the good sequence and the  synchronization. 

The spread spectrum signal that is spread over a large bandwidth can coexist with narrowband signals only adding a slight increase in the noise floor that the narrowband receivers see. Regarding the spread spectrum receiver, it does not see the narrowband signals because it is listening to a much wider bandwidth at a known a priori code sequence.

Types of Spread Spectrum

The most important types of Spread Spectrum are Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread Spectrum (FHSS).

· Direct Sequence is one of the most widely known and used spread spectrum system. A narrowband carrier is modulated by a code sequence. The carrier phase of the transmitted signal is abruptly changed in accordance with this code sequence. The code sequence is generated by a pseudo-random generator that has a fixed length. After a given number of bits, the code repeats itself. The speed of the code sequence is called chipping rate and is measured in chips per second(cps). At the receiver the information is recovered by multiplying the signal with a locally generated replica of the code sequence.

· In Frequency Hopping Spread Spectrum (FHSS) the carrier frequency of the transmitter changes or hops in accordance with a pseudo-random code sequence. The order of frequencies selected by the transmitter is given by the code sequence. The receiver tracks these frequency changes and produces a constant  signal.

Advantages of using Spread Spectrum(SS)

1. SS has the ability to eliminate or alleviate the effect of multiple interference;

2. SS can share the same frequency band(overlay) with other users;

3. SS offers privacy, due to the pseudo-random code sequence(code division multiplexing);

4. The frequency band is much larger than in a classical signal and the power density is smaller than the noise density. The signal becomes difficult to detect without multiplication by the pseudo-random sequence.

Generally, the signal is more resistant to interferences since, after multiplication of the signal by the pseudo-random sequence, the interferences look like white-Gaussian noise (which means that the messages will not be distinguished from the ambient noise).

Disadvantages of Spread Spectrum Technique

1. Inefficient use of bandwidth;

2. Implementation of SS is somehow more difficult.

Some unique properties of Spread Spectrum that arise as a result of the pseudo-random code sequence and the wide signal bandwidth are code division multiplexing and selective addressing. Selective Addressing and Code Division Multiple Access (CDMA) are implemented in this manner. By assigning a code to a receiver or a group of receivers, they may be addressed individually or by group, separated from the rest of the receivers which have a different code. Codes can also be chosen to minimize interference between groups of receivers by choosing some codes that have low cross-correlation properties. In such way, more than one signal can be transmitted on the same frequency at the same time.

Other important properties of Spread Spectrum are LPI (Low Probability of Intercept), also called Reduction of Interference and  AJ (Anti-Jamming). When a signal is spread out over several megahertz of spectrum, the resulting power spectrum is also spread out. This results in the transmitted power spread out over a wide bandwidth and makes detection without knowing the code very difficult. The Anti-Jamming property results from the wide bandwidth used to transmit the signal. This anti-jamming quality is usually expressed as processing gain. Thus, Spread Spectrum can survive in an adverse environment and coexist with other services in the band.

CDMA

The Spread Spectrum techniques are used in CDMA which supposes that each network node has its own pseudo-random sequence which allows him to transform the signals of other users into white noise. It is possible to use spread spectrum with a very low signal-to-noise ratio (SNR or S/N) by increasing the value of the spreading factor. Spread Spectrum can make a signal undetectable if the pseudo-random (PN) sequence is not known to compute the cross-correlation.

With the recently increased demand for mobile communications, much attention has been drawn upon the packet-based multiple access protocols in order to handle the bursty traffic and to efficiently allocate the resources between the users. But most random access networks such as ALOHA typically suffer from collisions. Instead, if CDMA based MAC protocols are used, some of the collided packets can be extracted correctly. This is why CDMA systems have drawn much attention in the last few years.  

Most of the analysis of random access CDMA systems are based on slotted systems or circuit-switched systems. In a slotted system, transmission time is divided into slots, which consist of a packet inter-arrival time and a guard time. All users must synchronize their transmission to the beginning of the slot. The performance analysis of a slotted system is relatively easy and depends only on the number of interfering packets (that means, users) within a slot. “Unslotted” systems are quite easy to implement because they do not require synchronization. However, their performance analysis is very difficult since the number of interfering users is not constant and fluctuates during the packet inter-arrival. Most of the performance analysis of unslotted ALOHA depends on the perfect capture while the number of interference is assumed to be constant.

The primary objective of this paper is to analyze how Spread Spectrum and CDMA  can improve the security of a mobile network and to compare the performance between the ALOHA-CDMA protocol implementation variant and the simple ALOHA protocol variant. 

To make the network security test more realistic, we considered the study performed by the Department of Electrical Engineering of The University of Texas, Dallas (1).

OpNet Implementation

In order to improve and support network security development, it is important to consider the help that OpNet simulation environment provides in testing security performance before its deployment. OpNet is the industry's  leading software tool for network modeling and simulation. It allows users to design and study communication networks, devices, protocols and applications with a large flexibility. OpNet's object-oriented modeling approach and its graphical editors mirror the structure of the actual networks and their components. Also, OpNet supports all network types and technologies.

We are using OpNet for our simulation because of the several benefits it offers. OpNet provides a topology design GUI, allows for realistic simulation of networks and has a performance data collection and display module. Another advantage of using OpNet is that it has been used very much in the research recently and there is a large confidence in the results of the realized simulations. OpNet enables realistic analysis of performance measures.

One of our simulation goals is to prove the efficiency in securing the mobile networks of Spread Spectrum – CDMA combination method. 

Simulation Test-Bed Model

In this section we describe the simulation model for the random access CDMA networks combined with Spread Spectrum method in OpNet. We designed a new mobile network node model for which we also developed the MAC protocol to be used. This task was realized in Proto-C language using the facilities OpNet provides for programmers(called modelers).
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 Figure 1. Transmitter, Receiver and Interfering modules in Random Access CDMA Simulation.

A simple network was configured in OpNet in order to test the efficiency of the Spread Spectrum – CDMA combined method. Figure 1 shows the network model for simulating the Spread Spectrum – CDMA based network
.
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 Figure 2. Node structure.


The node structure for the transmitter/receiver node is depicted in figure 2. It can be read as a hierarchical structure: 

· the physical layer consists of a wireless transmitter, a wireless receiver and an antenna;

· the Data Link layer consists of a MAC processor;

· the Network layer and the Transportation layer are being simulated by the wlan_mac_if module;

· the Application layer consists of a bursty source and a sink.




Figure 3 shows the attribute panel of the transmitter module (Edit Attributes).
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Figure 3. The Attribute Panel of the Transmitter module.

Figure 4 depicts the attribute panel of the receiver module(Edit Attributes).         
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Figure 4. The Attribute Panel of the Receiver module.

The transmitter nodes generate packets with random (exponential) inter-arrival times. We developed a simple packet format to be used in transmissions.

As the packets arrive in the receiver, the throughput and other local statistics 
are collected in the process module to be reported at the end of the simulation.
The Aloha_packet format is depicted in figure 5.




Every node must have an unique code, that is the MAC address. Also, as a request of DSSS
, every 
node must have a spreading code, that is a pseudo-random sequence code that allows a node to receive the information another node sent to him using the same sequence code. Not knowing the code means not being able to recover the information. If a receiver is not tuned properly, a spread-spectrum signal looks like background noise. 

 Figure 5. The Aloha_packet format.  
Figure 6 depicts the process domain for each node which supports the packet streams in and out.
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Figure 6. Process domain corresponding to the MAC module.

The wireless MAC interface process model is depicted in the figure 7.
The wlan_mac_if is a process used in this case to simulate the full TCP/IP stack. The functionality of the wlan_mac_if is kept quite simple and mainly consist of following two operations:

1. accepting packets from the Application layer and forwarding them to the MAC layer;

2. accepting packets from the MAC layer and forwarding them to the Application layer.

Hence, it substitutes the Network and Transportation layer (layers 3 and 4 from the TCP/IP stack) for the sake of a simpler simulation. The main function of the wlan_mac_if is to assign the destination address to the packets that will be forwarded from the Application layer to the MAC layer. With this approach, there exists a loss in functionality, but there is a gain in simplicity.
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Figure 7. The wlan_mac_if process module.


3. 
4. 

We tested the network in the presence of a powerful interferer 
node placed between the transmitter and receiver nodes.

We developed four scenarios in order to compare the results of the DSSS-CDMA combination:                                               

1. Simple ALOHA;

2. ALOHA + jammer;

3. ALOHA + CDMA + jammer;

4. (ALOHA + CDMA + jammer) coded.


We run the simulation simultaneously for all four scenarios, for 1 hour and collect some statistics for the transmitter and receiver nodes, which will allow us to calculate the percentage of the packets received by the receiver in the presence of the mentioned interferer node that is jamming him.

Simulation Results

We collected several different statistics 
during the simulation. 


The SNR (Signal to Noise Ratio) statistic is depicted in figure 8 for all the scenarios. It can be noticed here that, compared to the ALOHA case, when we use CDMA, the signal to noise ratio (SNR) decreases up to four times due to the noisy environment created by the spread spectrum signals. 
This demonstrates the capability of Spread Spectrum to work with a very low SNR.  

Figure 8. Simulation results: the SNR ratio for all tested scenarios. 

In figure 9 we compared the efficiency of the four above mentioned cases (scenarios):

Figure 9. Simulation results – Packets received by the receiver in all 4 simulated scenarios.[image: image11.png]W aloha_cdna
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The uncoded ALOHA-CDMA scenario supposes that, like the jammer node, the transmitter and receiver also use the default spreading code, not having a specific one. On the other hand, the coded case is based on the fact that the transmitter and receiver use a particular spreading code, while the interferer node uses the default code. 

During the simulation, the transmitter sent a number of 1750 packets. The percentage of the packets received by the receiver in the tested scenarios are the following:

· Aloha_nocdma_no_jammer:92,28%(1615 packets);

· Aloha_nocdma: 23,31%(408 packets);

· Aloha_cdma: 69,42%(1215 packets);

· Aloha_cdma_coded: 63,88(1118 packets).



Conclusion

We presented an OpNet simulation of a random access CDMA system which can help us to observe and report the system specifications and performance of the CDMA networks.

In the performed simulations we saw that in the presence of interference, when we used the ALOHA protocol we had a packet loss of 75 percent, while when we used CDMA we had a packet loss of only 25 percent(the average). We also observed that because of the use of special pseudo-noise(PN) codes in Spread Spectrum communications, such a system works well in a very low SNR environment. Thus, the spread spectrum based system is more immune to interference and noise. 

Therefore, when using Spread Spectrum communications, the network security increases in the presence of jammer nodes interfering the communications.
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