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Abstract

The specific work describes a project concerning the application of Information and Communication technologies in order to implement a Secure Patient Management System.

The project refers to the following processes:

· design of a medical protocol and its transcription into a digital model.

· integration of a database management system so to store and manage the medical records containing clinical and other data.

The methodology of designing a medical protocol and implementing an Electronic Medical Record is analyzed within a Hospital Information System

The design is based on the following issues: quality, performance, reliability.

The medical record of each patient includes: 

Identity Data

Medical history

Type and description of the disease

The operations

The treatments that have been applied

The access of the doctors to the medical records can be achieved through wired or wireless connection. The use of Personal Digital Assistants (PDAs) is also studied.

Also the process of doctors and ICT specialists collaboration is analyzed and the implementation of the Secure Patient Management System.

The implementation phases of the project are described and the deliverables of each phase are apposed.

Economic issues are studied in order to define costs and also benefits in productivity, accuracy, performance, efficiency, etc.

A market research is included and costs are calculated.

Other issues as management and organization and also clinic personnel training are included in the project. 

1. Introduction

The objective of this work is to study and describe the important parameters within the development and materialization of a secure patient management system, in the framework of electronic health. 
Before we present the design and setting up of the patient management system, it would be helpful to analyze some concepts and also appose some definitions: 

Health Informatics or Medical Informatics is the term referring to the application of information technology to healthcare.
A Hospital Information System (HIS) is a comprehensive information system dealing with all aspects of information processing in a hospital. It concerns an integrated, computer-assisted system designed to store, manage and retrieve information concerned with the administrative and clinical aspects of providing services within the hospital.
An Electronic Medical Record (EMR) is the clinician's record of patient encounter-related information archived as an electronic health record (also known as a computer-based patient record), which is managed by the clinician and/or healthcare institution.
A Secure Patient Management System is an electronic application based on an RDBMS containing Electronic Medical Records through which doctors can access, manage and share health information of patients that they cure and that of others for whom they are authorized, in a secure, confidential and efficient environment.

Secure Patient Management Systems are more than just static repositories for patient data; they combine data, knowledge, and software tools that help doctors in curing patients and treating diseases. Patient Management Systems are integrated with HIS, so to provide greater benefits than would standalone systems for both patients and clinicians.

2. Overview

Information and Communication Technologies (ICT) and Automation are important elements of an overall strategy of service quality and business improvement in a healthcare delivery organization. ICT technologies are the key components of this response, as hospitals provide time-sensitive —and usually resource-intensive— interventions that are, by definition, information-rich and information-dependent undertakings.

Many hospitals have made significant progress in foundational automation, and several have adopted advanced clinical information and communication systems, such as computerized physician order entry (CPOE) and clinical decision support systems (CDSS). The digital hospital, however, goes beyond advanced clinical systems and includes significant additional integration between several medical, information and communication technologies that have historically been beyond the scope of a hospital's core strategy.

Digitization affords many opportunities to enhance patient safety, improve clinical outcomes, and streamline overall hospital operations. Researches suggest that digitally advanced hospitals have reduced lengths of stay, effective remedies, increased efficiency, and are more compliant with processes that lead to higher quality. Hospitals that succeed in implementing digital solutions enjoy leadership in health sector.

3.   Implementation of SPMS project

Significant contributions towards improving medical services have been achieved by Information and Communication Technologies.

The specific concept refers to the collaboration of an ICT specialist team and a healthcare organization in order to develop a computer system to manage patient records in a secure, efficient and effective manner.  Also to observe the effects of a computerized relational database designed to measure outcomes and enhance adherence to recommended disease management guidelines in a specialty setting.
The Secure Patient Management System consists of software, hardware, data, people and procedures. 

The major project requirements include the implementation of an optimally configured network and information processing infrastructure, the installation of the necessary hardware (network and IT) and system software and the customization and commissioning of state of the art software applications. The fully customizable SPMS should have the capability of supporting in the future administrative and financial operations of the healthcare organization.

The new IT infrastructure has to be operational and requires the involvement of a business process reengineering procedure to assist the system’s transition and to guarantee the optimal use of new tools. In addition all existing data and information had to undergo a cleansing and filtering process before their integration into the new system.

3.1
Phases of the project

We can distinguish the following phases during the development of the Patient management system:

· Initial communication

Researchers in medical informatics have explored approaches how to use information technology for efficient clinical data management in a computer-based patient record. So initially a communication is needed and a willingness of collaboration of two teams: a team of clinicians and a team of ICT specialists.

There should be a co-operation in analyzing the concept, the environment, the needs the specifications.  

The objective of the collaboration is an optimal system for quality patient care and a robust health information infrastructure, designed and equipped to provide top-quality services using current IT technology and equipment.

Also a database system and a series of new technologies which will offer faster access to the information available and that will contribute in patient allocation and in clinical data analysis as well in order to quest new therapies.

Extensive experience and know-how in designing, implementing supporting maintaining and operating such a kind of integrated information systems would be needed. Also, knowledge and will by the clinicians to contribute in design, to support and operate the SPMS.  

· Interdisciplinary approach

There should be a Medical and Informatics approach in order to develop the SPMS.  

By the clinicians/doctors and informatics specialists approach a detailed analysis and study has to be prepared to assist the transition from the existing to the target system. In this phase, all necessary international advances and technologies (software and hardware tools, codification standards, etc) should be identified and adopted.

The project implementation requires systematic and efficient engineering services provision, as well as a thorough user-centric analysis and design.

Electronic medical records are introduced so to optimize administrative processes and increase management efficiency and control expenditures

Sharing data electronically between clinical professionals requires an Electronic Medical Record to be structured and encoded. Encoded medical records support that clinicians from different medical disciplines can have different views with different levels of granularity on the same patient record.  Since it is clear that structured data entry in an EMR is typically more elaborate than scribbling something on a sheet of paper or entering free-text data in a computer, the project has strongly emphasized the user interface for structured and encoded data entry.

The needs of healthcare providers range from managing patient records (a core functionality of the system) to managing administrative and financial information (ERP) and to managing laboratory examination results. By this interdisciplinary approach, the needs of the clinic are described exactly 

Through this interdisciplinary approach a technology assessment will be done as a process of systematically evaluating efficacy, effectiveness, cost, cost effectiveness and impact on patient health and the health-care organization of adopting the new IT technologies in health-care.

· Needs analysis

Clinics usually operate as independent units, with individual computer systems nevertheless the healthcare organization’s IT system would need to provide excellent medical care and patient empowerment through technological efficiency.

For patient care, the healthcare organization needs to automate procedures to enhance the quality of service provided and to increase convenience and satisfaction in all patient-hospital interactions before, during and after hospitalization

To satisfy the above, the SPMS should be based on global technology, modern architecture and extensive requirements coverage. So, a software application specifically designed to monitor the processes and outcomes of care for certain diseases, is introduced.
· Specifications of infrastructure need to be described.

· A seamless transition in terms of technical support, user acceptance, and training is needed.

· Systems needed to be collected and migrated into a new centralized system.

· Structured data entry is stimulated to obtain more efficient process.

· Procurement and installation of the hardware and the necessary application modules is needed. 

· Database independence is needed and a modular character that allows customization to meet the needs of small local hospitals to large healthcare organizations.

· International medical standards, such as ICD have to be supported, as well as other healthcare standards including HealthLevel-7 for the exchange of information with other medical systems.

· Security mechanisms for protecting information and transactions have to be strengthened to guarantee protection from unauthorized access at all levels.

· Funding, Investing

The healthcare industry has often been described as under-investing in technology.

To gain the much-vaunted and much-needed clinical, financial, and operational improvements from modern information technology and its application in healthcare, sufficient investment must be made.


In the case of the SPMS either it is a small or a more complex and bigger project the funding may be done through the budget of the healthcare organization  or sponsorship from medical industry or other sector or even European and National programs

There should be made an investment not only in technology but also in process transformation - especially in clinical settings. This transformation requires visionary, strong, and dedicated leadership.

· System development

During the development of the SPMS the below described steps should be followed:

Design of SPMS

The specifications of the software as well as the specifications of the hardware have to be defined. The design of the system is achieved step by step by the IT specialists supported by the clinicians. The possible SPMS scheme is shown in figure 1 below:

[image: image1.png]Central Data Aquisition System

Virtual private Network
{lvate Network

‘endoCLinic
Central
system

Derived Studies - Diagrams

| —
wiln

L}
—

- i)
—3 = =

Hospital #1 Clinic

Hospital #2 Clinic

m

Hospital #3 Clinic

—_— =

Hospital #n Clinic

WiFi

Database
server

Database
Client Wired

“Sms, M5

Tablet or PDA

[

GSM Phone




Figure 1: SPMS diagram
Software development

For the development of the software, several tools and technologies have to be used. The availability, interoperability and efficiency of the selected tools and technologies have to be checked.  

Installation of infrastructure

The location of the equipment (server, clients, peripheral devices) has to be selected in order not to disturb every day procedures. Lack of space or other similar problems in equipment arrangement and settlement may occur.

Attachment to the power supply network and data networks is needed.

To perform the installations there should be as little disturbance as it can. So time slots have to be selected in order not to disturb. 

Installation of Software

The initial installation of the software raises no problems in terms of disturbance as it can be completed before the hardware installation on its permanent location. The software updates may raise some problems in terms of disturbance, so also time slots have to be selected in order not to disturb every day procedures.   

Initial debugging 

During the initial debugging, the IT specialists team and the clinicians team should check and verify:

if the system complies with the specifications is locate any declension from the initial design and specifications.

if there are any structural errors, any errors in the interface, or if there are any modifications needed.

Education

The personnel that is going to use the SPMS, should be trained by educators with special skills. The development team or the software developers are not suggested as they may not be appropriate for this task.

Pilot operation

The system has to complete a period of pilot operation where final corrections and updates may take place, before its official operation.

Support

Concerning the system’s support, this may include: maintenance, S/W updates, adjustment of parameters, repair of damages, etc.

· Incorporation in the clinic

Finally the SPMS should be integrated in the clinicians’ everyday practice. To achieve this, the healthcare organization should rearrange the processes and also support the training, accreditation, and professional development of its existing staff. For example, hospitals may need to create new nursing and pharmacy positions, and enable physicians and other clinical staff to participate in formal academic training in informatics and related disciplines.

4.   RESULTS - Conclusions

Many hospitals will need to upgrade their technology infrastructure by acquiring redundant networking technology, fault-tolerant hardware platforms, and comprehensive business continuation plans.

The clinics now have improved quality of service for patients and ameliorated working environment for clinical staff through better workflow and greater efficiency in resource allocation through better monitoring and control of processes and operations

Information infrastructure is adopted that significantly improves both personal and public healthcare delivery, 

Bringing patients into a certain portion of the technology planning process may also prove beneficial; after all, they have the best perspective on what constitutes a good patient experience.

Through such a project we should study the problems of health organization, appraisal, retrieval, and transfer of health information into policy and practice, and develop and test innovations to improve the translation of evidence into policy and practice.
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